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This course aims to introduce the concepts and principles of E-commerce and security and it also
provides an overview to underlying network infrastructure of Internet and web technologies. In
addition, this course investigates cryptographic tools supporting the confidentiality, integrity,
authentication, of e-transmissions and transactions. Implementations methods of secure web based
application are also described using various web technologies such as XML, Perl, PHP, ASP, JSP and

JavaScript.
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CK4 Exploring secure web development technologies. K4
CK4 Being familiar with business, legal, and ethical issues related to electronic K4
commerce, and the interaction of these issues with technical issues.
CK4 Understanding digital transaction and payment systems. K4
CK4 Understanding cryptography in terms of e-transactions K4
<ilgal)
CS1 Knowledge of the structure and model of the (XML, Perl, PHP, ASP, JSP, S12
JavaScript)
CcS?2 Knowledge the E- Commerce Security S13
Gllgy)
CCl The ability to using the important components of Web Technologies and C6
internet security
CCl The student can be Applying a Fundamentals of E- Commerce Security C6
CcC2 The student will gain an understanding of E- Commerce Security C6
Technologies.
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Definitions and unique 1
features of to E-Commerce
5 palae History and revolution of E- ’
Commerce
5 _palas Types, advantages, models
and strategies of E- 3
Commerce
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= Web 2.0 Applications 4
5 palaa E-Commerce 2.0
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5 palas Elements of Internet 6
Security
8 alaa Internet Security protocols 7
5 palas Types of Attacks on Hosts 8
usSaa alei Client and Server Side 9
Security.
ol il Midterm Exam 10
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Legal and Business Aspects 11
of E-Commerce
(S OLE pla Security Policy and D
Regulation
8 palae Secure Payment Systems 13
8 walae Intellectual Property 14
ldall Pl G o3 Cryptography 5
e laial Final Exam 16
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