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Course Title: Network Administration 
Course Details
	Course prerequisite(s): 1003250
	Course code: 1003352

	Credit hours:  3 
	Course Level:  Third

	Semester:1st (2018-2019)
	Lecture Time: 8:00-9:30 Mon&Wed.


Academic Staff Specifics
	Lecturer Name
	e-mail
	Office Hours
	.Room No

	Dr. Mahmoud Al-Shugran
	Shugran67@yahoo.com
	. .Tus&.Sun
09:30-11:00

Mon&Wed.

11:00-12:30
	614



Course Description

This course focuses on standards, and open issues regarding the management of networks, computers that are connected to networks, and business applications that reside on the computers. Provide analytical and practical capabilities to design, deploy, and manage computer networks. Topics include: basic foundations of network management, the Simple Network Management Protocol in its different versions (SNMPv1, SNMPv2, and SNMPv3), Remote network Monitoring Management Information Base (RMON1 MIB, RMON2 MIB, and SMON MIB). Telecommunications Management Network (TMN), management tools and statistics measurement, management applications including: configuration, performance, event correlation, security, reports and service levels. 

Objective

Upon completion of this course, the student should:

	Course Objectives
	Weight

	1. Identify the five major functional areas of network management, namely Configuration and Fault Management, Accounting, Performance and Security Management
	10%

	2. Understand SNMP Management Information and the Standard MIBs
	20%

	3. Understand Abstract Syntax Notation One (ASN.1)
	30%

	4. Understand the SNMP protocol in its different versions
	30%

	5. Identify the need for security in networking monitoring and control
	10%


 Course Contents:

	Week
	Topics
	Topic Details
	Reference (chapter)
	Events

	1,2, 3
	Introduction


	· What is Network Management 

· Why is management needed 

· How is management performed 

· Explicit and implicit management 

· Centralized and distributed management

· Network management requirements
· Network management system

· Network management software architecture

· Distributed network management

· Proxies
	[Jam]Chp.5
[Subr] Chapter 1 & 3


	

	4
	Network Management Models
	· Common Network Problems
· Network Management Standards
· Network Management Models
· Network Management System
	[Subr] Chap. 13
	Assignment1

	5,6
	SNMP v1
	· SNMP & Network Management History
· Versions
· What is SNMP?
· Advantages of using SNMP
· SNMP & The OSI Model
· Information 

· The Three Parts of SNMP
· Basic Operations
	[Subr] Chapter 4 & 5
	Quiz 1

	
	
	First Exam/ Projects Proposal
	
	

	7
	SNMP v2
	· Version 2 Protocol Specification 

· Version 2 MIB Enhancements

· MIB-II, Case Diagrams
	[Subr] Chapter 6
	

	8, 9
	         SNMP v3
	· Version 3 Protocol & MIB.

· User Based Security Model 

· View Based Access Model
	[Subr] Chapter 7
	Assignment2

	10,11
	Network Monitoring
	· Moniterd Informantion 

· Network mointering  mechanisms

· Data Collection
· Passive Network Monitoring

· Active  Network Monitoring
	[Jam]Chp.7
	

	12
	Remote Network Monitoring RMON 1
	· Statistics Collection

· Alarms and Filters
	[Subr] Chapter 8
	Quiz 2

	
	Second Exam

	13
	Remote Network Monitoring RMON 2
	· • Monitoring Network Protocol Traffic

· Application-Layer Visibility
	[Subr] Chapter 8
	Assignment3

	14
	Students Presentation
	Final Project Submission and Presentations
	
	Quiz 3

	15,16
	Final Exam


Assessment and Grade Distribution 

	Assessment
	Requirements
	Points
	Total 

	Individual/ Group Work
	
	20%

	Assignment
	Chapter Homework
	5
	

	Quizzes
	Unannounced (3) Short quizzes
	5
	

	Project 
	Discussions, Short Presentations
	10
	

	Exams
	
	80%

	First Exam
	The material covered from week 1 to week 6
	20
	

	Second Exam
	The material covered from week 7 to week 12
	20
	

	A Comprehensive Final examination
	The material covered from week 1 to week 14
	40
	

	TOTAL
	
	
	100%


Teaching and Learning Methods:

Course format:

New material will be presented in lectures. Homework will be due on time before class; this will give me time to review them before class, to direct discussions. Fine answers to difficult questions will earn the student a chance to present the solution to the class.  

Policies:

· You are responsible for all the material covered in lectures, readings and homework's.  

· Class attendance is very important.  I will take attendance at all of them. Those who miss 3 classes may be dropped a full letter grade; those missing 6 or more receive a failing grade.

· Class participation is important.  I encourage questions. Please don't be afraid to ask questions during a lecture, as this often means that many people may have a similar question, and it is worth stopping me.

· Homework's are extremely important, since many of the topics require that your get your hands dirty and work through the problems.  

· There will be no incompletes in this class except for reasons of dire illness near the end of a semester in which all previous work has been completed satisfactorily.

· Students are encouraged to work together on homework assignments, though each homework submission should be a unique, creative solution, not just one solution turned in over and over again. Academic misconduct (plagiarism, cheating on exams) will not be tolerated, and will be reported immediately to the Academic Conduct Committee.

· Project Assignment (individual project): The project can be either (i) an implementation exercise (related to Network Management) using any simulation software or (ii) a paper on an important topic in network management. The purpose of implementing the software exercise or writing the paper is for you to gain an in-depth understanding of a particular topic that you are interested, or the technical knowledge that you learned will benefit you for your work or for your career development. It also gives you an opportunity to learn how to do independent research work, develop a study case, as well as how to write a technical report/paper.

The potential topics for your paper or software exercise in network management are listed as follows:

· Policy-based management;

· Web-based management;

· Quality of Service (QoS) management;

· Response time management;

· Broadband technologies, multimedia applications, and related network management issues;

· Service level management;

· Event correlation;

· Differences between SNMPv1, SNMPv2, and SNMPv3;Internet2;

· IPv6 and SNMP;
· A topic of your own selection (may be related to your work).

 

The paper should consist of about 15 typed pages plus illustrations, bibliography, and appendices (if necessary). A minimum of six technical articles and/or books must be used as sources for your paper. At least thirty percent of your reference materials should be technical articles published within two years.

You must submit your outline by and discuss it with me before you start writing the paper or start your project. If you need advice regarding the topic to select, the format of the paper, the contents of the paper, or reference material, you should discuss it with me. Discussing the same with your classmates is also encouraged. The outline discussion process is very important, because, only through this process, I may help you to organize your paper, advise you on the contents of the paper, advise you on where to find references, and guide you to the right direction. A student should make the project presentation at the end of the semester. 

· Quizzes

Quiz 1 will be available on e-learning. The scope of the first quiz will be based on material covered in Weeks 1-6.

Quiz 2 will be available on e-learning. The scope of the first quiz will be based on material covered in Weeks 7-12.

· Quiz 3 will be available on e-learning. The scope of the first quiz will be based on material covered in Weeks 13-14.

   Dates:

	To be assigned
	Project Proposal:

	To be assigned
	First Exam:

	To be assigned
	Second Exam:

	To be assigned
	Final Project Submission and Presentations

	To be assigned
	Final Exam:


· Text Book and References:

	Text Book
	[Subr] Manii  Subramanian, Network Management: Principles and Practice.

Reading, MA: Addison-Wesley. (2000) ISBN 0-201-357429
[Jam] Networks Analysis, Architecture, and Design, 3rd Edition, James D. McCABE, Morgan Kaufmann, 2007.  ISBN: 978-0-12-370480-1


	[R1]
	· Paul Simoneau , SNMP Network Management (McGraw-Hill Computer Communications Series)

· Kornel Terplan Communication networks management, Prentice-Hall

· Computer Networking: A Top Down Approach Featuring the Internet 2nd edition, by Jim Kurose and Keith Ross, Addison-Wesley, 2002

	[R2]
	Lecture Notes
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